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In 2017, this is 
where enterprises 
thought they were 
going...

and this is where 9 in 10 
have ended up

Public
cloud

Data 
Center
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Modern & Legacy Apps

Modern Apps Legacy & Modern Apps

Edge Data Center 

CDN

Driven by modern digital experiences

Public Cloud
Modern, Legacy, and Cloud Native Apps

API

API

API

API

API

API

API

API
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Top business drivers and considerations for AI adoption

AI 
In Business

Make better, more 

informed decisions

Better personalized 

customer experiences

(e.g. chatbot)

Enhance profitability 

and growth

Improve operational efficiency 

and productivity gains

Reduce business risk 

(regulatory compliance, security, 

downtime, etc.)

Increase the rate 

of innovation
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AI makes the crisis even more acute

AI is a powerful accelerant for each of these secular trends

Growing number of applications 

Growing number of APIs in front of applications 

Increasing distribution of apps and data across hybrid and multicloud environments

Increasing cyber risk with more sophisticated attacks and business value accessible via apps and APIs
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Solving the expanded 
“ball of fire” requires a 
platform that can provide 
multi-layered app 
security, delivery, and 
connectivity in a 
distributed environment.



©2024 F58

An Example Of The Complexity

END-USER EXPERIENCE

DEV OPS NET OPS SEC OPSDEV

PUBLIC CLOUDS

TRADITIONAL & MODERN APPS

Web app
firewall

Secure 
access

Ingress
controller

Denial of
service

API 
gateway

App/web
server

Load 
balancer

Anti-fraud
& anti-bot

APPLICATION SE CURITY

APPLICATION DELIVERY

ON-PREM / PRIVATE CLOUD

TRADITIONAL & MODERN APPS

Web app
firewall

Secure 
access

Ingress
controller

Denial of
service

API 
gateway

App/web
server

Load 
balancer

Anti-fraud
& anti-bot

APPLICATION SE CURITY

APPLICATION DELIVERY

EDGE

MODERN / DISTRIBUTED APPS

Web app
firewall

Secure 
access

Ingress
controller

Denial of
service

API 
gateway

App/web
server

Load 
balancer

Anti-fraud
& anti-bot

APPLICATION SE CURITY

APPLICATION DELIVERY

#1 Operational debt due to technology 

inconsistencies across environments

#3 Security landscape due to 

increased attack surface and 
sophistication of bad actors

#2 Automation challenge ”stitching” 

and scaling multiple environments, 
lack of consistency and visibility

#4 Limited observability due 

telemetry trapped in silos of 
disjointed systems & environments
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Simplify secure connectivity across public cloud and edge

AWS

Private cloud

Traditional
data centers

ColocationAzure

Google

Edge

API

API

API

API

API

APIAPI API

API

?

AWS

Private cloud

Traditional
data centers

ColocationAzure

Alibaba
Cloud

Edge

Distributed 
Cloud Services

AWS

Private cloud

Traditional
data centers

ColocationAzure

Google
Cloud

Edge
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Reducing Complexity with F5’s SaaS Platform

DEV OPS NET OPS SEC OPSDEV

Application

Insights

SaaS Platform Delivers 

Business Outcomes:

#1 Reduce Operational 
Complexity with consistency 

across all environments 

#2 Enhance End User 

Performance with Edge 

#3 Improve Time to Service & 

Value by easing automation

END-USER EXPERIENCE

PUBLIC CLOUDS

TRADITIONAL & MODERN APPS

ON-PREM / PRIVATE CLOUDS

TRADITIONAL & MODERN APPS

EDGE

MODERN / DISTRIBUTED APPS

Web app
firewall

Secure 
access

Ingress
controller

Denial of
service

API 
gateway

App/web
server

Load 
balancer

Anti-fraud
& anti-bot

APPLICATION SE CURITY POLICIES

APPLICATION DELIVERY CONFIGURATIONS

S
a
a

S

TELEMETRY TELEMETRY TELEMETRY

SaaS

Delivery Model
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PROTECT APPS

CONNECT APPS

DEPLOY APPS
End-to-End Application 

Security with WAAP

Managed Kubernetes at 

Scale and at the Edge

Multi-Cloud Networking 

and L7 App Connectivity
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Our mission now is to make this—
securing, delivering, and optimizing 

any app, any API, anywhere— 
ridiculously easy.
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F5 BIG-IP F5 NGINX F5 Distributed Cloud 
Services

F5 Product 
Family

ADC, DNS, WAF, DDoS, Identity-Aware Proxy, 
Traffic Break and Inspect, GiLAN / FW

30+ protocols, extensive programmability

App or API 
L4-7 Needs

Web server, Load balancer, API gateway, Ingress controller, 
WAF, L7 DoS Protection

WAAP (WAF + API Protection + DDoS + Anti-bot), 
L3-7 Multi-Cloud Networking LB-aaS, Ingress controller, 

DNS, CDN, management of  distributed apps & infra

Legacy
(monolithic, client-server, 3-tier)

App 
Architectures

Modern
(container-native, microservices)

Legacy & Modern

App or API 
Deployment 
Locations

On-Prem, Co-lo Public Cloud On-Prem, Co-lo Public Cloud
Edge

Network edge (F5 PoPs) & 

Enterprise edge

Public CloudOn-Prem, 
Co-lo

F5 Deployment 
Models Hardware Packaged Software SaaSPackaged Software Managed Services

F5 Consumption 
Models

Perpetual 

Subscription Subscription Subscription Utility / ConsumptionPerpetual Utility / Consumption
Utility / Consumption

SaaS

F5 SaaS Console

F5 Platform

Securing and Delivering Every App, Every API, Anywhere
The F5 solution portfolio
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... ANYWHERE
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CDNDNS DNS LB App StackApp ConnectNetwork ConnectDDoS API SecurityBot DefenseWAF

F5 Distributed Cloud Services enable a wide range of use cases

F5 Distributed Cloud Platform

Edge

F5 Global Network

Data CenterPublic Cloud

F5 Distributed Cloud Platform

Web App & API Protection

Core capabilities for app security with best-in-class app 

security

Secure Multi-Cloud Networking

Cloud and service networking across clouds with common 

services, integrated security, and end-to-end visibility

Distributed Apps

Automated deployment and cloud-native environment for 

Kubernetes workloads on the network edge

App Performance & Reliability

Accelerate web apps & APIs, on our global network by 

delivering them closer to the user’s location

Web App & API Protection Secure Multi-Cloud Networking App Performance & Reliability Edge Compute

Distributed Data Fabric
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Distributed Cloud – Deployment Flexibility
Enable and consume services from global network or on premises

PUBLIC CLOUD

PRIVATE DC

ENTERPRISE EDGE

INTERNET

Customer

EdgeCustomer Edge (CE)

Hosted in customer premises / public cloud

Dedicated node (single customer)

Distributed Cloud 
Console

PUBLIC CLOUD

PRIVATE DC

ENTERPRISE EDGE

Customer

Edge

Regional
Edge

F5 GLOBAL NETWORK

Hybrid (RE+CE)

Distributed Cloud 
Console

PUBLIC CLOUD

PRIVATE DC

ENTERPRISE EDGE
F5 GLOBAL NETWORK

Regional Edge (RE)

Hosted in Global Network

Shared node (many customers)

Distributed Cloud 
Console

Regional
Edge
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Strategic Private Global Network

Dedicated connectivity

(Cloud providers, SaaS providers)

17+ Tbps capacity

(Tier-1 Carriers: NTT, Telia, Level3)

Multi-Tbps private backbone

(Zayo, Telia, CenturyLink)

Application Delivery Network (ADN)

27+
Regions

Among the top ten peered global networks: 

https://bgp.he.net/report/peers

https://bgp.he.net/report/peers
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Multi-layered, highly effective modern app security bringing together the best of F5 application security

Web App and API Protection in F5 Distributed Cloud Services

CDN

Distributed Cloud Console (SaaS)

Multi-Cloud

WAAP

On-prem Edge

API 
Security

Bot
Defense

Web App
Firewall

DDoS
Mitigation

Fraud & Abuse Caching

Client-Side
Defense

Web App 
Scanning
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Web App Scanning
RECON

• Auto discovery of exposed apps & api services 

across domains using more than 50 different 

sources

•  Intelligent server fingerprinting

• Vulnerability scanning (CVEs)

• Host name lookup & mapping

• Dangling Ips/DNS records

• 24/7 continous monitoring

SCAN

• Automated pen testing

• Easy setup – url required

• Intelligent authentication suppourting auth

• Complete transparency

• Works with any web app/API
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Delivery Fabric: FLOW of Security 
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Additional security services available
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You can’t catch what you can’t see
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Multi-app dashboards
Rich observability with a 360-degree view of performance and security posture for all apps together 

Security PerformanceI L L U S T R AT I V E
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User Behavioral 
Analysis

Scoring is based on: 

• Number of WAF rules hit

• Forbidden access attempts per 

Layer 7 policy deny rates

• Number of login failures 

• Request rates

• Error rates

Visualize suspicion scores 

of suspected malicious 

clients
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Threat Campaigns
Correlates singular attack incidents as extensive and sophisticated attack campaigns
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Layer 7 DoS

• Detection and alerting on 

abnormal traffic patterns & 

trends

• Advanced machine learning 

(ML) to detect spikes, sudden 

drops and more

• Analyzes  request rate, error 

rate, latency, and throughput of 

app and API endpoints

• Deny with auto mitigation or 

Rate limit endpoints
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API endpoint 
discovery
Continuous Defense

✓ Dynamically learn API structure

✓ Build a model for each API:

➢ errors

➢ latency

➢ request metrics

✓ Detect outliers and shadow APIs

✓ Export swagger to improve API 

definitions/update inventory
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Behavioral 
analysis

✓ Monitor and baseline API behavior 

continuously with machine learning 

✓ Identify anomalies:

➢ spikes in request rates

➢ latency

➢ response size

✓ Detect any PII in API communications

Continuous Defense
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Validate API
authentication

✓ Discover and view authentication 

status

✓ Gain insights into anomalies and 

potential vulnerabilities with 

authentication for  API endpoints

✓ Includes JWT validation

✓ Create protection rules for discovered 

endpoints:

➢ blocking

➢ rate limiting

Consistent Security
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Prevent PII 
exposure

✓ Detect and flag PII that is 

being exposed via APIs

➢ names

➢ addresses

➢ phone numbers

➢ social security numbers

✓ Mask sensitive data dynamically

Consistent Security
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API endpoint 
risk scoring

✓ Score risk based on variety of factors:

➢ vulnerabilities discovered

➢ attack impact

➢ attack likelihood

➢ mitigating controls

✓ Provide guidance to aid in 

remediation efforts

✓ Inline enforcement capabilities (e.g. 

block, rate limit etc.)

Consistent Security
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Bot Reporting and Insights

▪ Easily view and drill down into malicious traffic

▪ Clearly understand the type of automated traffic 
being directed towards specific apps

▪ Quickly drill down and narrow the potential 
threats by app, date and time
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Security Events Dashboard
Visualize all app security events in one place

Security
Event Logs

Event

Log Details

Forensics
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Compliance and Strengthened app Security Posture
Enhancing cybersecurity and operational resilience across the EU

F5 Offerings NIS 2 DORA

Risk management : protect your multicloud application 
portfolio from the most sophisticated attacks
F5 Distributed Cloud Web app firewall, DDOS mitigation, Bot defense and API 
security solutions

X X

Incident Reporting for application attacks and breaches
Provide centralized visibility and reporting into application attacks with F5 
Distributed Cloud Console

X X

Vulnerability assessments, scans and penetration testing
Scanning and testing apps and APIs for vulnerabilities through F5 Distributed 
Cloud Web App Scanning

X

Operational resilience through multicloud
Simplified delivery and security of apps across multicloud environments with 
F5 Distributed Cloud Multi-cloud networking and WAAP

X

Cryptography
Strong SSL/TLS capabilities for end-to-end encryption and roadmap towards 
post-quantum crypto with F5 solutions

X
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Centralized control and flexible deployments 

Integration with SIEM, Logging 

and Alerting Platforms

Integration with Critical Automation, 

Git Ops and Dev Tools
F5 Distributed Cloud Console – Centralized control plane

NETOPSAPPDEV DEVOPS SECOPS

Private Cloud / Data Center

Public Cloud

CDN

API 
Security

Bot 
Defense

Web App

Firewall

DDoS 
Mitigation

F5 Global Network
Branch/Customer Edge
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F5  Network

App & API 
Security

Traffic
Management

Visibility & 
Compliance

Workload
Lifecycle

Protect, power and optimize

highly distributed AI 

applications

Securely Harness the 
Power of AI with F5

Data Traffic

Management Traffic

F5 BIG-IP

F5 BIG-IP NEXT

F5 Distributed Cloud Services

NGINX

Key

EDGE

Data Sources

EDGE

Inference App

PUBLIC CLOUD

Inference App Data Ingest for 
LLM Training

DATA CENTER/
PRIVATE CLOUD

Inference App Data Ingest for 
LLM Training
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Distributed Cloud Services deliver measurable 
business benefits

Greater 

business agility

Increased uptimeImproved TCO12x 
Reduction in 

time to service

75% 
Reduction in TCO 

(Deploy and Ops)

95% 
Reduction in 

downtime due to 

security attacks
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Delivery and security of applications …

… ANYWHERE



CONFIDENTIAL

A force for a better digital world
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