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F5 Distributed Cloud — Platform Overview
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Reporting & Observability
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In 2017, this is

where enterprises
thought they were

going...

Data
Center
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Public
cloud

Colocation

Data centers
Traditional &
Private Cloud

and thisiswhere9in10
have ended up



Driven by modern digital experiences

Shop your store

pemenm. P! e Day
Pickup Delivery
at Redmond at 98008

@ Edge @

@ Modern Apps

Search your shopping list

Weekly deals & catalogs

CDN Recommended for you
— [g] Modern & Legacy Apps

4 ©2024 F5

Data Center

@ Legacy & Modern Apps

Public Cloud

@ Modern, Legacy, and Cloud Native Apps



Top business drivers and considerations for Al adoption

Make better, more
informed decisions

Improve operational efficiency
and productivity gains

Reduce business risk

(regulatory compliance, security,
downtime, etc.)

Better personalized
customer experiences
(e.g. chatbot)

Increase the rate
of innovation

Enhance profitability
and growth
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Al makes the crisis even more acute

Al is a powerful accelerant for each of these secular trends

Growing number of applications

Growing number of APIs in front of applications

Increasing distribution of apps and data across hybrid and multicloud environments

Increasing cyber risk with more sophisticated attacks and business value accessible via apps and APIs

6 ©2024F5 @



Solving the expanded
“ball of fire” requires a
platform that can provide
multi-layered app
security, delivery, and
connectivityina
distributed environment.
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AWS SaasS New GPU
Foundational centric
model

providers

Data centers
Traditional &
Private Cloud

®



An Example Of The Complexity

& ©e®

#1 Operational debt due to technology DEV OPS NET OPS SEC OPS

inconsistencies across environments ﬂm

#2 Automation F:hallenge "stitching” ON-PREM / PRIVATE CLOUD PUBLIC CLOUDS EDGE

and scaling multiple environments, aop a0 200
|ack Of consistency and VISIblllty APPLICATION SECURITY L APPLICATION SECURITY L APPLICATION SECURITY L
#3 Secu I’ity |an dscape due tO APPLICATION DELIVERY APPLICATION DELIVERY APPLICATION DELIVERY
increased attack surface and TRADITIONAL & MODERN APPS TRADITIONAL & MODERN APPS MODERN / DISTRIBUTED APPS

sophistication of bad actors

#4 Limited observability due
telemetry trapped in silos of
disjointed systems & environments

0
@ END-USER EXPERIENCE
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Simplify secure connectivity across public cloud and edge

Traditional
data centers

Colocation

Distributed
Cloud Services

Google Private cloud

Cloud

n
L |
||
9 ©2024 F5 @



Reducing Complexity with F§’s SaaS Platform

SaaS Platform Delivers
Business Outcomes:

#1 Reduce Operational
Complexity with consistency
across all environments

#2 Enhance End User
Performance with Edge

#3 Improve Time to Service &
Value by easing automation
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DANGRICORS

DEV OPS NET OPS SEC OPS

Q )
% 8

APPLICATION SECURITY POLICIES

[ |

SaaS Application

Delivery Model gl | B A | R | R Insights

APPLICATION DELIVERY CONFIGURATIONS
ON-PREM / PRIVATE CLOUDS PUBLIC CLOUDS EDGE
perl @) it ® )
TELEMETRY ¢ TELEMETRY o TELEMETRY o
® &) e b | v
TRADITIONAL & MODERN APPS TRADITIONAL & MODERN APPS MODERN / DISTRIBUTED APPS
T I 1)
NY N%

OQ
END-USER EXPERIENCE



PROTECT APPS

O L m— CONNECT APPS

End-to-End Application

Security with WAAP O L m— DEPLOY APPS
Multi-Cloud Networking O

and L7 App Connectivity

Managed Kubernetes at
Scale and at the Edge

o~

o~
SrvveN S




Our mission now is to make this—
securing, delivering, and optimizing
any app, any APIl, anywhere—



Securing and Delivering Every App, Every API, Anywhere

The F5 solution portfolio

App
Architectures

App or APl
Deployment
Locations

App orAPI
L4-7 Needs

F5 Product
Family

F5 Deployment
Models

F5 Consumption
Models
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F5 SaaS Console

Legacy
(monolithic, client-server, 3-tier)

Modern

(container-native, microservices)

Legacy & Modern

On-Prem, Co-lo Public Cloud

On-Prem, Co-lo

Public Cloud

Edge
PublicCloud  Network edge (F5 PoPs) &
Enterprise edge

On-Prem,
Co-lo

ADC, DNS, WAF, DDoS, Identity-Aware Proxy,
Traffic Break and Inspect, GiLAN / FW

30+ protocols, extensive programmability

Web server, Load balancer, APl gateway, Ingress controller,
WAF, L7 DoS Protection

WAAP (WAF + API Protection + DDoS + Anti-bot),
L3-7 Multi-Cloud Networking LB-aaS, Ingress controller,
DNS, CDN, management of distributed apps & infra

F5 Distributed Cloud
Services

Hardware Packaged Software Packaged Software SaaS Managed Services
Perpetual
Perpetual Subscription Subscription Utility / Consumption Subscription Utility / Consumption

Utility / Consumption



. ANYWHERE

HJ = om
CIusteredLm
Workloads

On Premises
Datacenter

Private Cloud/

@ Colocation
GLOBAL




F5 Distributed Cloud Services enable a wide range of use cases

Web App & API Protection App Performance & Reliability
Core capabilities for app security with best-in-class app Accelerate web apps & APIs, on our global network by
security delivering them closer to the user’s location
Secure Multi-Cloud Networking Distributed Apps
Cloud and service networking across clouds with common Automated deployment and cloud-native environment for
services, integrated security, and end-to-end visibility Kubernetes workloads on the network edge

Web App & API Protection Secure Multi-Cloud Networking App Performance & Reliability Edge Compute

Bot Defense | DDoS | API Security Network Connect | App Connect App Stack

F5 Distributed Cloud Platform

Distributed Data Fabric

F5 Global Network

Public Cloud Data Center Edge

15 ©2024 F5 @



Distributed Cloud - Deployment Flexibility

Enable and consume services from global network or on premises

Regional Edge (RE)

Hosted in Global Network
Shared node (many customers)

Customer Edge (CE)

Hosted in customer premises / public cloud
Dedicated node (single customer)

Hybrid (RE+CE)

16 ©2024F5

&

&
&

Distributed Cloud
Console
H

Regional
Edge

Distributed Cloud
Console
Customer
i Edge

Distributed Cloud
Console
Customer
i Edge

Regional
Edge
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Strategic Private Global Network

‘ aws /:\ '._)‘

-
. »

Dallas Atlanta

To Tokyo
Regions
To Sngepsm
o S
© e
@ W
o~ s
o RS
=2— |
.
Global Network
Regional Edge B3
Legend
Network Only
0 Commercial / RE
Services FedRAMP

. Network Only
() REsSenvices

— Private Peering
(ASN 35280)

Partner Peering

17+ Tbps capacity
(Tier-1 Carriers: NTT, Telia, Level3)

: aws /A (.)‘

Stockholm

London * : ! O
O 1

AMS

o Seasie

Frankfurt

N

Lisho adrid

o Saa

o2 i
L OTukyD
Qésaka

o Saa

\__“‘

\,
Chennai '
1]

Singapore t

Sao Paulo
Sydney
Melbourne

Multi-Tbps private backbone
(Zayo, Telia, CenturyLink)

Dedicated connectivity
(Cloud providers, SaaS providers) @


https://bgp.he.net/report/peers

Web App and API Protection in F5 Distributed Cloud Services

Multi-layered, highly effective modern app security bringing together the best of F5 application security

- WAAP ~\ Fraud & Abuse Caching
API Bot Web App DDoS Web App , ,
Security Defense Firewall Mitigation Scanning Client-Side CDN
Defense
. J

Distributed Cloud Console (SaaS)

@ Multi-Cloud On-prem @é@} Edge

18 ©2024F5 @



Web App Scanning

RECON

Auto discovery of exposed apps & api services
across domains using more than 50 different
sources

Intelligent server fingerprinting
Vulnerability scanning (CVES)
Host name lookup & mapping
Dangling Ips/DNS records

24/7 continous monitoring

SCAN

Automated pen testing

Easy setup — url required

Intelligent authentication suppourting auth
Complete transparency

Works with any web app/API

19 ©2024 F5
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Web App Scanning

Scan
Applications
AP| Endpoints

Issues

Recon
Overview

Issues

Support

Email Support

Welcome, j.agboola@f5.com.

0 /100 -0
Security Score @
Most recent issues SCAN
Vulnerability Application Fc
m Insecure Transport Layer juice-shop-app Ti
m Cross-site Scripting_(Reflected) juice-shop-app T
m SQL Injection juice-shop-app T
Cross-site Request Forgery (CSRF) juice-shop-app Ti
Cross-site Request Forgery (CSRF) juice-shop-app Ti

Most recent penetration tests SCAN

State

Completed

Completed

Completed

Completed

Completed

Created

Tue May 212024 00:13:38

Tue May 212024 00:09:04

Mon May 20 2024 19:03:23

Mon May 20 2024 19:03:10

Mon May 20 2024 18:42:09




Scan, Discover,
and Detect

SECURITY SOLUTION

Discover and scan
apps and APIs
to find apps, services,
servers, vulnerabilities,
and potential
leaked credentials.

</>

[r——

Run Penentration
Tests

TEST

Crawl, scan, and test
all apps automatically
to find unknown
security issues,
so they can quickly
be remediated.

ALL-IN-ONE WEB APPLICATION

&

Remediate
Vulnerabilities

.

@
Monitor and
Report

— I

Remediate (virtually
patch) vulnerabilities
with web app and API
protection solutions
or delegate findings
through integration
with current tools
and workflows.

REPORT

Monitor apps and
APIs continuously
and report results
online or via PDF
to provide proof
and documentation
to auditors and
key stakeholders.

20 ©2024 F5




Delivery Fabric: FLOW of Security

1dAIou3 1SS

i e e e e e

Buuayi4 STL
Buuslid NSV

Buuay4 d

Buusyi4 039

uoireinday di

Bunmwi erey

DDoS | DDoS User . ..
BOUWAFWAAP

Users/Clients

Service Policies ordered based on LB Attachment

|

w@» Application Proxy

N
</>
APT

Vo1 Global SaaS-Based Control Plane

Additional security services available
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Multi-app dashboards

Rich observability with a 360-degree view of performance and security posture for all apps together

Threat Intelligence Bot Traffic ©

Threat Campaigns Traffic that comes from Bots

10K + 25% 50%  25%

P Reputation raffic that comes from Malicious Bots
1Kt 25% 5% 4 2.5%

Security Events (0

WAF Bot Defense
+ 2.5% + 25%
Was 2K in previous Was 1K i wious period

50

40
-E' 30
2
w20

10

0

12:00 AM 2:00 AM 4:00 AM
Load Balancers
Name Attacks Activity () Bot Traffic ()
intentwaf-trevithick-net ® High 0%
redirect-speedtest-west @ High 20%
redirect-speedtest-be-azure ® High 30%
redirect-speediest-be-aws ® High 0%
redirect-speedtest-eu-west Medium 20%
redirect-speediest-west ® Low 20%
intentwaf-trevithick-net ® Low 30%

10 | 50 100 items per page
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API Classification (0

APIEnd;

50

Pl Detected

20

B APl
954

No Change

No change in previous period

6:00 AM

Security Events

28

36

78

58

57

29

+ 2.5%

DDOS Attack Activity (0

Load Balancers

3 r25%

+ 2.5%

Service Policy

6.3K

4+ 25%

Was 10K in previcus period

8:00 AM 2:00 PM
Malicious Users () DDOSEvents () WAF Mode () Actions
100 123 None

3 135 Blocking

67 78 None "
34 56 Manage Configuration
56 43 Blocking

3 135 None

100 123 Monitoring

Security

Top Attack Sources Source IP

Source 1P Country Code Securty Eve
141.84.78.167 = usa 47K
51178.3765 0N FrRA 35K
51176.38.202 = ra 21K
221110.245123 0NiTA 18K
35183.249.222 o KOR 2K

Events by Country Security Events

W 300 W 51300 50- 150

Security Events

128

Top Attacked Paths (0

Path Domsin Metnod
foofbarjbaz wawunicet.fr GET 40K
Ibarfbaziabel.  wwwnitet.fr GET 40K
(zones/exam.. www.foo.com GET TK
Iping/identit.. W, ar.com PUT 3K
Mestipath/a.. foo.baz GET AL
ftestixyzidet. something.co GET 0.07K
[attackwaffjg.  Kiu.com GET 003K

Active Configuration 0

Losd Bala

&
Bot Defense 1
API Discovery 2
DDoS Datacation o

Health © Active Alerts + 2.24%
LB

cri 2

Moderate 2 Critical 3
Good 3 Major 2
Unknown [ Minor 0
Traffic Overview ©
Total Requests Total Errors
1 2.24% v 2.24%
Was 25K in previous 7 days Was 25K in previous 7 days

50K
L. 40K
9
g 30K
&£
5 20K
=

10K

o

1200 AM  200AM  4:00AM  B:00AM  BO0AM  10:00AM  12:00PM
Load Balancers tems
Name * Health © Latency © Requests  Errors ()
intentwaf-trevithick-net ® Critical 10ms 45 187
redirect-speedtest-west ® Critical 30ms 210 56
redirect-speedtest-east Moderate  67ms 80 51
redirect-speedtest-eu-west Moderate  34ms 80 62
redirect-speedtest-be-azure  ® Good 12ms 10 96
redirect-speedtest-be-aws ® Good 78ms 80 62

10 | 50 100 items per page

Active Configuration ©

Total Load Balancers

23

Security Configuration

WAF 6
Bot Defense 1
API Discovery 2
DDoS Detecation 0

Throughput ©

Request Response
134 Kbps 1.7 Kbps
+ 2.24% + 2.24%

Was 25K in previous 7 days
50kbps
40kbps
30kbps

20kbps

# of Request

10kbps

Okbps

1200 AM  2:00AM  4:00AM  6:00 AM

Q

(o8

Response Throughput (O Request Throughput ©

90 Kbps 80 Kbps
12k Kbps 192 Kbps
45 Kbps 106 Kbps
65 Kbps 10 Kbps
87 Kbps 30 Kbps
65 Kbps 10 Kbps

Performance

Protected Load Balancers

Was 25K in previous 7 days

B:00 AM  10:00 AM

Active Alerts

0-00 of 000

23

21

3z

12:00 PM

<

&

Actions




User Behavioral
Analysis

Visualize suspicion scores
of suspected malicious
clients

Scoring is based on:
* Number of WAF rules hit

» Forbidden access attempts per
Layer 7 policy deny rates

* Number of login failures
 Requestrates

 Error rates
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Dashboard Malicious Users
Mal s User Event
IP-5.2.70192 ® Low
IP-172107.94.154 ® Low
IP-104,244.75.164 Low
IP-185170.114.25 ‘ ® Low
IP-176.10.99.200 ® Low
IP-104,244.73.205 , ® Low

IP-185.220101173 ® Low

IP-104.244.79.87 Low

1P-194.60.87.46 ® Low

HTTP Load Balancer: rate-application

DDoS API Endpoints Realtime Bot Defense Bot Traffic Overview

Activity for IP-172.107.94.154

Suspicion Score

40676
Amsterdam
Timeline
Suspicion Score: 34.8% 46 non critica
24 Jan 20:04:04 Suspicion Score: 100% behavioral anomaly in Request Rate in last 5 minutes
Requests 32598 Failed logir 0
430 Forbidden access 119
0:03:41 Suspicion Score: 37.7% 28 non critical events

Suspicion Score: 100%

Support e

Refresh Last 24 hours
Block user Add to Allow List
Hide Chart

NL
172.107.94.154

its 906




Threat Campaigns

Correlates singular attack incidents as extensive and sophisticated attack campaigns

@ F5 THREAT CAMPAIGNS MAP

accurately. The subscription service provides high security efficacy against the emerging attack campaigns with near-zero false
positives.

THREAT CAMPAIGNS

47 .

AMpaigr Mal

1846 370

ACTIVE WORLDWIDE THREAT CAMPAIGNS Threat Campaign

Dasan GPON Routers Remote Code Execution (119)
@ Netherlands

Status Ac
(1on Risk Hig!
Vacron NVR board cgi Remote Code Execution - Mozi Attack Type Ab

Netgear DGN1000 Setup.cgi Unauthenticated RCE - Mozi

{30) . Vulnerabilities

JAWS Web Server Remote Code Execution - Mozi (25) v

PHPUnit Eval_stdin Remote Code Execution (22)

Microsoft Exchange Resource Cookie SSRF (9

Fortinet SSL VPN FortiOS file read (5)

ThinkPHP Remote Code Execution (5)

Microsoft Exchange Pre Authentication Path Confusion

Apache Struts2 Jakarta Multipart Parser (4)

Apache Struts2 S2-061 Remote Code Execution (2)

ThinkCMF path_info Remote Code Execution - Kinsing

Log4j2 'Log4Shell' Remote Code Execution (2)

Start protecting your applications

Learn more about F5 Threat Campaigns Map [

F5 Threat Campaigns Map subscription protects F5 customers from sophisticated, targeted attack campaigns that are hard to detect

@ Logd4j2 'Log4Shell' Remote Code Ex...

Porsonal iformath Cookie Preferences | Pawered oy FS5 Labe |F$5:
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Layer 7 DoS

. . Analytics
Detection and alerting on
abnormal traffic patterns & Sous tgnton s
trends Sep vt
Advanced machine learning gt}
(ML) to detect spikes, sudden o
drops and more - >
Analyzes request rate, error — ;A w
rate, latency, and throughput of
app and API endpoints

Deny with auto mitigation or
Rate limit endpoints
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APl endpoint
discovery

Continuous Defense

v" Dynamically learn API structure
v Build a model for each API:

» errors

> latency

» request metrics

v" Detect outliers and shadow APIs

v' Export swagger to improve API
definitions/update inventory

27 ©2024 F5

Refrash: Updated 1 min ago

Hide Summary

Top Attacked APls Top Sensitive Data Total API Calls Most Active APIs

100% Credit-Card-Number 2 ! o GET /apifv1/geiRelFriendsByld

Download APl Spec Hide Filtar

I lordorAddrocses

JupdatePaymentinfoliyid - . HDYM}
1 {Scivemna, POF
o] <
- .’.h\_ov_wgrder -
- ImaveOrder
- .'_pl.a:e(?rder. )

_ lehangeOrdertyld

I - - fchin_q.ﬂ]"rln.ors.I_opL:mlt
. IgetRetFriondsByid
-

.'?aum - ]

[2fa-token
—

money-transter -
2

IgetTradingTokenByld

laddRefFriendsByid




Behavioral
analysis

Continuous Defense

v Monitor and baseline API behavior
continuously with machine learning

v Identify anomalies:
» spikes in request rates
> latency
» response size

v Detect any PIl in APl communications
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Select service

Web App & API Protection

88 Overview
Dashboards
Threat Insights

App Traffic

Manage

Load Balancers
App Firewall
Service Policies
Rate Limiter Policies
Shared Objects

Al & ML

Public IP Addresses
Alerts Management
Files

AP| Management
Reports

Certificate Management

@ Bot Defense Management

Notifications

Alerts

Audit Logs

dome > Web App & AP nelly-waf-test

HTTP Load Balancer: crapi-stg

\board APl Endpoints

B8 invent

Top Attacked APIs

Overview

Malicious Users

Security An

Top Sensitive Data

DDoS Alerts

GET /shop 100% Email
GET /dashboard 100% Credentials
POST fworkshop/api/merchant/contact_mechanic 5% teudat-zeut
Graph | Table |
n  Credentials, Email, Locatio... Add Filter

API Endpoint

orkshop/apifmerchant/contact_mechanic

[communit /community/posts

rkshop/api/mechanic/

/workshop/api/shop/orders/{order_id}

[identity/ hboard

lidentity/

Method Sensitive Data
POST biometric-id
POST teudat-zeut
GET Email

GET Email

GET Location
GET Email

GET Email

POST Email

Credentials

Endpoint Details

APl Endpoint fworkshop/api/merchant/co...
Base Path /

Risk Score 90

Methaod POST

Overview Inventory OpenAPI
Error Rate Latency No Data

S

Request Size Response Size

AP| Cal ry
Authentication

Protection Rule

Rate Limit

curity Posture

Latency With Data

Discovered, Inventory
Authenticated, JWT:Header
Not Configured | Configure

Configured | Edit configuration

Request Rate

Response Throughput




Validate API
authentication

Consistent Security

v" Discover and view authentication
status

v' Gain insights into anomalies and
potential vulnerabilities with
authentication for API endpoints

v" Includes JWT validation

v Create protection rules for discovered
endpoints:

» blocking

> rate limiting
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Qverview

Endpoint Details

HTTP Load Balancer: crapi-pm

shboard API Endpoints Malicious Users Security Analytics DDoS Alerts Requests @ Bot Defense APl Endpoint Jworkshop/api/shop/products API Category Discovered, Inventory
Base Path / Authentication Authenticated, JWT:Header
Risk Score 70 Protection Rule Mot Configured | Configure
Method GET Limit Configured | Edit configuration
;16 Shadow: 7
Overview D Inventory OpenAPI Security Posture
Top Attacked APIs Top Sensitive Data Tot:
Vulnerabilities
GET (workshop/apifshop/products S4% Email n LRt State
— Weak JWT: Inadequate JWT Expir__. Medium
GET /shop 39% Credentials 1 Open
p— 3 ated: 1:11 PM, M
IP-Address 1 . *I I*I g Category
served PM, May 7
“ g Weak Authentication [ Authorization
S - .
Weak JWT: "aud” claim is missing Low Description
This vulnerability is detected if a JWT that lacks the “aud” claim is
- 11TPM. M ! B accepted by application. The "aud" claim specifies the application for
Grap! jabie | prvad: 111 PH, May 7 which the JWT should be used. Missing "aud” means that APl server
does not validate the intended audience of the JWT and that JWT may
Add Filter Weak JWT: "iss" claim is missing (... @ Medium be repurposed. This is lack of compliance with best practice
Risk Score
7 Attack impact: 10 (Low)
API Endpoint Method Sensitive Data Authentication State Authentication Type  Sensitive Data Found in JWT Toke. Mone Evidence
Review Evidence Detection
[{workshop/api/shop/return_gr_code GET Email Un-Authenticated - "[F(" 111 PM, May 7

served: 1:11 PM, May 7 Remediation
API server should implement the check of the JWT "aud” claim.

Query parameter contains sensit.. ® High

fworkshor GET Email Authenticated JWT:Header
412 PM, May 7

i/mechanic/ GET Email Authenticated JWT:Header

i/mechanic/s: GET Email Authenticated JWT:Header

Authenticated JWT:Header




Prevent PlI
exposure

Consistent Security

v' Detect and flag Pl that is
being exposed via APIs

>

>

>

>

v' Mask sensitive data dynamically
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names
addresses
phone numbers

social security numbers

HTTP Load Balancer: crapi-stg

API Endpoints

Top Attacked APIs

ST jworkshoplapi/merchant/contact

mec

hanic

Top Sensitive Data

Email

ede
bior

biometric-id

Email

teudat-zeut

Email

Email

Endpoint Details

/workshop/api/merchant/co.

90
POST
6
Dis: r
Sensitive Data
Type Sectior
biometric-id Request Body

Request Learnt schema

Query Parameters

Cookies
Authentication State

Body
Authenticated

Response
Unknown OpenAPI e

Authentication
Unknown
Un-Authenticated
Authenticated
Authenticated
Authenticated Yo

Authenticated

Discovered, Inventory
Authenticated, JWT:Header
Not Configured |

Configured

Field Created By

biometricTemplate




APl endpoint
risk scoring

Consistent Security

v Score risk based on variety of factors:
» vulnerabilities discovered
» attack impact
» attack likelihood
» mitigating controls

v" Provide guidance to aid in
remediation efforts

v Inline enforcement capabilities (e.g.
block, rate limit etc.)
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jome Web App & API Protaction nelly-waf-test Overview Dashboard Security Dashboard End . D i
p ndpoeint Details
@ HTTP Load Balancer: crapi-pm P
Select service Dashboard APl Endpoints Malicious Users Security Analytics DDoS  Alerts Requests @ Bot Defense APl Endpoint Iworkshop/apifshop/products
i Base Path /
Weh App & API Protection
Risk Score 70
N nelly-waf-test Method GET
Namespace O Inventory: 43 Discovered: 16 (@ Shadow:7
28 Overview Overview Discovered Inventory OpenAPI
Dashboards N Top Attacked APIs Top Sensitive Data Total API Calls
B Vulnerabilities
Threat Insights GET fwaorkshop/apifshop/products 54% Email n LR o
i Lk Weak JWT: Inadequate JWT Expir... © Medium
App Traffic GET fshop 39% Credentials 1 e 15K
|P-Address 1 o d: 111 PM, May 7
rved: 1:11 PM, May 7
Manage 4% 115
s 0 Weak JWT: "aug” cl Low
Load Balancers eal *"aud” claim is missing ...
App Firewall X d: 1:11 PM, May 7
Service Policies Graph Table ‘ 11 PM, May 7
Rate Limiter Policies Add Filter Weak JWT: "iss® claim is missing (.. @ Medium
Shared Objects
Al & ML ad: 1:11 PM, May 7
Public IP Addresses
API Endpoint Method Sensitive Data Authentication State Authentication Types API Category Rigk Score D¢ Sensitive Data Found in JWT Toke... ® None
Alerts Management
Files fworkshop/apifshop/return_gr_code GET Email Un-Authenticated — Discovered 70 er d: 1411 PM, May 7
ed: 1:11 PM, May 7
APl Management
Inventory
Reports Query parameter contains sensiti.. ® High
Certificate Management fworkshop/apifshop/products GET Email Authenticated JWT.Header Ber e 70 cr W May 7
Bot Defense Management
Inventory
Notifications fworkshop/api/mechanic/ GET Email Authenticated JWT:Header . 7 er
Alerts Inventory
Audit Logs
fwerkshop/api/mechanic/service_requ GET Email Authenticated JWT:Header Discovered 70 cr
ests
Inventory
{workshop/apifshor GET Email Authenticated JWT:Header Discovered 70 cr

Inventary




Bot Reporting and

®

5% Salect service

Load Balancers
P MyNamaspaca
Hamespace
& Sites
App Site Map
ApR Site List
App Traffic

iy

Wirtual Hosts

HTTP Load Balancers
TCP Load Balancers
HTTP Connect & DRPs

. Mesh

Service Mesh

<+ Manage
Load Balancers
Virtual Host
virtual Sites
Public IP Addrezses

Aleris Management

T security
Fast ACLS for Intermet VIPS
App Firewall
Service Policy
Farwand Prouy Policy
Rate Limiter Policy
Sharad Obpects
Al B ML

SECrets

L Motifications
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Load Ealancers. > Miyhamespace > Virual Hosis > HTTP Load Balancers

HTTP Load Balancer. adservice - Security Monitoring -

Cashboaed Malicious Users Security Events DDoS

T Add label

Traffic Types

Hiavars Wakcious Bate

524K 5K

Tonal Transactions

529K

Traffic Overview
@ Human Malipicus

00K
150K

100K

My 12 May 13 My 14 May 15 My 16

Top Malicious Bots Source IP

Source 1P AN Country Makcigis Requedls
123.352.111
141901213
D2.439.434

11232123 UK 200K
14304329 UK 150K
43382383 R 180K
49,343125
1233521
141831213
52439434
40343125
12335211
12335211

APl Endpoints

Insights

Realtime Bot Defense Traffic Owerview

(5 Way 11 00:00 to May 24 0000 -

Top Automation Type

TakenMzsrg @ TokenEvpred @ Rate Lmit Exceeded @ Others

Select service

Load Balancers

) suppert - a .

o MyNamespace

Namespace
Automation Type
@& Sites
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Easily view and drill down into malicious traffic
Clearly understand the type of automated traffic

being directed towards specific apps

Quickly drill down and narrow the potential
threats by app, date and time




Security Events Dashboard

Visualize all app security events in one place
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Compliance and Strengthened app Security Posture

Enhancing cybersecurity and operational resilience across the EU

F5 Offerings NIS 2 DORA

Risk management: protect your multicloud application X X

portfolio from the most sophisticated attacks
F5 Distributed Cloud Web app firewall, DDOS mitigation, Bot defense and API
security solutions

Incident Reporting for application attacks and breaches X X
Provide centralized visibility and reporting into application attacks with F5
Distributed Cloud Console

Vulnerability assessments, scans and penetration testing X
Scanning and testing apps and APIs for vulnerabilities through F5 Distributed
Cloud Web App Scanning

Operational resilience through multicloud X
Simplified delivery and security of apps across multicloud environments with
F5 Distributed Cloud Multi-cloud networking and WAAP

Cryptography X
Strong SSL/TLS capabilities for end-to-end encryption and roadmap towards
post-quantum crypto with F5 solutions
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Centralized control and flexible deployments
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F5 Distributed Cloud Console - Centralized control plane
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Securely Harness the
Power of Al with F5

Protect, power and optimize

COR

Inference App Data Ingest for
LLM Training

PUBLIC CLOUD

|
©

highly distributed Al
applications
—
Inference App
— - —
Key
@ \Ginx

. F5 Distributed Cloud Services
@ Fr5BIGIP NEXT
@ r5BIGIP

Data Traffic

Management Traffic
pa A
N\ 7

36 ©2024 F5

F5 Network

© & @&

App & API Traffic Workload Visibility &
Security Management Lifecycle Compliance

|

DATA CENTER/
PRIVATE CLOUD

LLM Training

Inference App Data Ingest for

9]
D Ho

pd
N\

i

Data Sources




Distributed Cloud Services deliver measurable
business benefits
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Reduction in Reduction in TCO Reduction in
time to service (Deploy and Ops) downtime due to
security attacks
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Delivery and security of applications ...

38 ©2024 F5

5



A force for a better digital world
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