
2024

BAKOTECH, DEP B4 
Vendors, Services
Joining Forces in the Baltic Region



History

Founded in 2003
KYIV, UKRAINE

Logistics 
IT Distribution

Launching Value Added  
IT Distribution branch

Value Added IT 
Distribution business only

International True 
Value Added 
IT Distribution

2003 2010

2013

Nowadays
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F5 Baltics Team - B4.D Business Unit 

Channel Manager

Daniel Fukson 

F5 Business Development

Manager

Giedrius Zybertas

Sales Support Manager

Anastasiia Yurtsevych
Renewals Manager

Yevheniya Asaulenko

Presales team: F5 certified engineers

The marketing team of 16 

persons helps us with the 
marketing activities 

(online/offline events, 

marketing campaigns, 
etc.) to train the market 

and create events

Product Marketing Manager

Kateryna Kotyk

Vladyslav Samoilenko Dmytro LubimovIvan Rudnytskyi Daniil Dykhtiarenko



BAKOTECH 
4 departments, 36 vendors 
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B4: Map of Competences

Testing
Breach and Attack Simulation  

Traffic, application and attack load testing

DDoS Protection
Cloud Protection

On-Prem Protection

App Security
Cloud WAF

On-Prem WAF 

Routing & Switching

Network Detection & Response

Visibility

SSL Orchestrator

Access Orchestration

Load Balancing
On-Prem load balancing

Global load balancing (GSLB)

Monitoring
Network Performance

Application, Infrastructure and End user monitoring

CDN

Distributed
Cloud Serv ices

Distributed
Cloud Serv ices

Distributed
Cloud Serv ices

Distributed
Cloud Serv ices

Distributed
Cloud Serv ices



Presales, Sales, Aftersales Support

• Single point of contact — dedicated vendor’s teams
• Technical and implementation consultancy
• Product Demonstration 
• PoCs
• Direct touch
• RFP/RFI
• Customer references
• Post-sales support



Service portfolio

Implementation ConsultingOutsource/
Audit

F5 PST WAF 
protection 

services

Performance & 
Security Testing 

Service

RMA NBD Training

✓ BAKOTECH Offers Value-Added Training and MSP services to all customers 
✓ Partners know that we can support them in all stages of the project 
✓ BAKOTECH F5 PST – customers' localized technical support from certified 

professionals who have practical experience in real projects
✓ BAKOTECH’s Technical Support Team accepts cases on behalf of the vendor under F5 

SLA and guarantees the response time for provisioning of recommendations to 
reduce Business Impact or eliminate it

✓ Service includes a certain number of outsourcing hours that the End User can use for 
improving and optimizing the customer's system, implementations of workarounds, 
and instructions for solving a problem by BAKOTECH’s certified specialist
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EU NIS2  Directive 
and how F5 is part of it



Key Objectives of the NIS2 
Directive

The NIS2 Directive has four main objectives:

• Improve cybersecurity risk management: The Directive requires entities to implement robust cybersecurity 

risk management processes, including threat and vulnerability assessments, incident response plans, and 

periodic security audits.

• Strengthen incident reporting obligations: Entities that experience significant cyber incidents are required to 

report them to their national cybersecurity authorities within 24 hours. This information will help authorities 

coordinate their response efforts and improve overall cybersecurity across the EU.

• Expand the scope of covered sectors: The NIS2 Directive expands the scope of covered sectors to include a 

wider range of critical infrastructure providers, such as postal and courier services, waste management, the 

energy industry, and manufacturing of certain pharmaceutical or chemical products.

• Enhance supervisory powers of national authorities: The Directive grants national cybersecurity authorities 

stronger supervisory powers, including the ability to conduct audits, issue binding instructions, and impose 

penalties for non-compliance.



Sectors Affected By The NIS2 
Directive

The NIS2 directive expands coverage from the original 7 sectors under the NIS directive, adding 8 more for a 
total of 15 sectors.

NIS2 Becomes Law in 2024
Member States have until October 17, 2024 to 
transpose the Directive into national law. This 
means that each organization encompassed by 
the Directive will be legally obligated to live up 
to its requirements by Q4 2024.



Organizations Affected By The 
NIS2 Directive

NIS2 directive is intended for organizations that are classified as "essential" and 

"important" that is organizations with over 250 employees and those who generate 

more than 50 million Euros revenue per year or 50 employees and/or those who 

generate more than 10 million Euros revenue per year, respectively. 

This “size cap” will not apply to organizations that provide:

• Public services;

• Services where an incident could have an impact on public safety, security, and 

health, or create systemic risks;

• Services to a government as its sole provider;

• Services relating to sectors deemed as critical infrastructure.



NIS2 Requirements

Organizations must implement technical, operational and organizational measures to manage risks in their 
networks and systems, and to be more resilient as following:

Information security strategy and policies Create an internationally-recognized ISMS that enables a systematic, proactive approach 
to risk management; alerting to potential IT vulnerabilities; and annual reviews.

Incident prevention, detection and response Establish appropriate capabilities to prevent, deter and extinguish cyber security 
attacks.

Business continuity and crisis management Have a verifiable plan for how the company will react to an attack and 
how it can recover as quickly as possible.

Supply chain security Evaluate and manage the risks posed by vulnerabilities within their supply chain

Vulnerability disclosure Vulnerabilities identified within the organization's networks must be disclosed

Incident reporting
Submit an initial report within 24 hours of becoming aware of any “significant” 

incident; a full incident report within 72 hours and a final report within one month.

Cooperation between 
member state authorities

Share EU-level data that enables more efficient responses to cyber incidents



F5 Answer to Help be Compliant 
with NIS2 Directive

• Risk Management: F5's solutions provide comprehensive risk assessment and mitigation capabilities to help organizations 
identify, prioritize, and address vulnerabilities in their IT systems. This includes vulnerability scanning, penetration testing, and 
threat intelligence.

• Vulnerability Management: F5's solutions can help organizations automate the patching process, ensuring that systems are 
quickly patched when vulnerabilities are discovered. This can help reduce the risk of cyberattacks by minimizing the window of 
opportunity for attackers to exploit vulnerabilities.

• Access Management: F5's solutions can help organizations implement strong access controls to protect their IT systems. This 
includes role-based access controls (RBAC), two-factor authentication (2FA), and identity and access management (IAM) 
solutions.

• Web Application Firewall (WAF): F5's WAF solutions can help organizations protect their web applications from cyberattacks. 
This includes blocking malicious traffic, preventing cross-site scripting (XSS) attacks, preventing SQL injection attacks and others.

• API Security: F5's API security solutions can help organizations protect their APIs from cyberattacks. This includes API gateway 
solutions that can authenticate and authorize API requests, enforce access control policies, and protect against API abuse.

• Incident Response: F5's incident response solutions can help organizations quickly and effectively respond to cyberattacks. This 
includes threat intelligence feeds, incident management tools, and forensics tools.
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F5 WAAP aligns with specific NIS2 requirements

1. Risk Management Measures (Article 11)

• Security Measures: F5 WAAP provides robust protection for web applications and APIs against a wide range of cyber threats, including 

OWASP Top 10 vulnerabilities, DDoS attacks, and sophisticated bot attacks.

• Advanced Threat Detection: It uses behavioral analysis and machine learning to detect and mitigate threats in real time.

• Regular Risk Assessments: The solution supports continuous monitoring and assessment of security risks, allowing organizations to 

proactively manage vulnerabilities.

2. Incident Reporting (Article 12)

• Real-Time Monitoring: F5 WAAP offers real-time monitoring and logging of security events, ensuring that incidents are detected and 

documented promptly.

• Integration with SIEM: The solution can be integrated with Security Information and Event Management (SIEM) systems for centralized 

incident management and reporting.

• Incident Response: It provides detailed logs and reports that can be used to report significant incidents to competent authorities as 

required by NIS2
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F5 WAAP aligns with specific NIS2 requirements

3. Cooperation and Information Sharing (Article 14)

• Threat Intelligence: F5 WAAP includes threat intelligence services that provide real-time updates on emerging threats, facilitating 

information sharing with national and EU-level cybersecurity authorities.

• Collaboration Tools: The solution supports integration with various security frameworks and tools, enhancing cooperation and information 

sharing among organizations and authorities.

4. Cybersecurity Policies and Governance (Article 17)

• Security Controls: F5 WAAP includes comprehensive security controls that help organizations implement and enforce cybersecurity 

policies.

• Governance Support: Detailed reporting and audit logs support governance efforts, ensuring organizations can demonstrate adherence to 

NIS2 requirements.

• Policy Enforcement: The solution allows for the enforcement of security policies across all web applications and APIs, ensuring consistent 

protection.
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F5 WAAP aligns with specific NIS2 requirements

5. Security of Network and Information Systems (Article 18)

• WAF and DDoS Protection: The solution provides essential protections, including Web Application Firewalls (WAF) and DDoS mitigation, 

to secure network and information systems.

• Access Controls and Encryption: Advanced access control mechanisms and encryption protect sensitive data and communications.

• API Security: F5 WAAP secures APIs from unauthorized access and data breaches, ensuring the integrity and confidentiality of data.

6. Monitoring, Auditing, and Testing (Article 19)

• Continuous Monitoring: The solution ensures continuous monitoring of web applications and APIs for security threats.

• Audit Logs: Detailed audit logs and reports facilitate regular security audits and compliance checks.

• Security Testing: F5 WAAP supports regular security testing and assessments to ensure that security measures remain effective and up-

to-date



©2022 F518

F5 WAAP aligns with specific NIS2 requirements

7. Supply Chain Security (Article 20)

• Third-Party Integration Security: The solution secures APIs and communications with third-party services, reducing risks associated with 

supply chain interactions.

• End-to-End Protection: It provides comprehensive protection for interconnected systems, ensuring that supply chain security is 

maintained.

8. Security of Digital Service Providers (Article 21)

• Tailored Security Solutions: F5 WAAP offers specialized protection for digital service providers, including online marketplaces and search 

engines.

• Compliance Support: The solution provides the necessary security controls and reporting capabilities to help digital service providers 

demonstrate compliance with NIS2.



App
Infrastructure

Protection
CDN

F5 Distributed Cloud App 
Security-as-a-Service  for NIS2

Distributed Cloud Console (SaaS)

Multi-Cloud

WAAP
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The F5 Distributed Cloud WAAP solution is particularly useful in the context of NIS2, bringing together four key 
components critical to securing the digital experience for today’s modern enterprises



F5 WAAP Components for NIS2 
Compliance

• Web Application Firewall (WAF): F5 Distributed Cloud WAF leverages powerful Advanced WAF technology, combining signature—and 

behavior-based protection for web applications. It acts as an intermediate proxy to inspect application requests and responses to block 

and mitigate a broad spectrum of risks stemming from the OWASP Top 10 threat campaigns, malicious users, and more. A good NIS2-

related example here is when new vulnerabilities in software components/tools are detected, such as those related to Log4j. Virtual 

patching through the WAF component in F5’s XC WAAP solution can immediately mitigate all attacks to all apps, no matter where they, or 

their component microservices, are located. 

• API Security: F5 Distributed Cloud API Security safeguards application programming interfaces (APIs) from threat actors attempting to 

exploit them to facilitate a breach or service outage. With automatic API discovery that can identify and map API endpoints to any app 

and provide support for a positive security model through API swagger import organizations can easily observe, refine, and enforce 

proper API behavior.

• Bot Defense: F5 Distributed Cloud Bot Defense manages and deflects malicious automation to prevent sophisticated, human-emulating 

attacks. It brings together unified telemetry, network intelligence, and AI/ML with human analysis to identify and defend against 

automated threats such as credential stuffing and account takeover, scraping, card cracking, and more.

• DDoS Mitigation: With F5 Distributed Cloud DDoS Mitigation, organizations get multi-layered protection against attacks across layers 3–

7, including network-level shielding from volumetric distributed denial-of-service (DDoS), DoS signatures, service policies including rate 

limiting, IP reputation, and advanced scrubbing with deep packet inspection. This provides protection from spoofed and malformed 

traffic, request floods, and other forms of abuse that attempt to overload web properties and apps.

https://www.f5.com/products/security/advanced-waf
https://www.f5.com/cloud/resources/2021-owasp-top-10-video-series


Giedrius Zybertas

Giedrius.Zybertas@bakotech.com

+370 614 60838

F5 BDM, BAKOTECHB4

B4
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