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B4 SERVICES in Numbers

170+
Implemented Enterprise Level projects in 

Ukraine, Central Asia and Eastern Europe.

121+
Active technical support contracts.

120+
Pilot projects have been conducted

over the last 3 years.

600+
Support cases are processed on an 

annual basis.



Vendors Portfolio



Vendors  Authorisation

Partner Support 

Program Member 



B4 Value Added 
Service
Full Range of Services for the Clients 
Comfort and Efficient Work



Complete turnkey implementation of a new solution into the existing architecture within the 

agreed timeframe and with a guarantee of results.

Performing agreed scope of work to configure, refine and optimize the operation of the existing 

system throughout the lifecycle of the equipment. 

We will help you gain knowledge and practical skills in deploying, configuring and managing 

solutions.

Complete and detailed analysis of the existing system with expert recommendations 

on system optimization and upgrading. Providing expert recommendations on system 

optimization and upgrades.



F5 BIG-IP Audit Services 

The audit examines the accuracy of 

current configuration inline with the 

vendor’s recommendations, without 

delving into the rationale behind 

these settings, which depend on the 

unique aspects of each company’s IT 

and cybersecurity infrastructure.

3

Identify potential problems 

and provide 

recommendations on how 

to optimize HW/SW 

configuration

2

The purpose of the audit is to 

analyze the current state of F5 

HW/SW, their configuration and 

the load on them

1



1. Analyze cluster configurations:
   - Review synchronization and failover configurations 

between devices 
   - Checking software version and applying the latest security 

updates
   - Analyze Application Security Manager (ASM) settings
   - Analysis of IP Intelligence rules to protect against attacks

2. Performance and load assessment:
   - Monitor resource usage: CPU, memory, network activity
   - Analyze traffic and connections passing through devices
   - Identify possible bottlenecks or overloads

3. Identifying and troubleshooting problems:
   - Search for errors, warnings, or incorrect settings in 
configurations
   - Analyzing logs and diagnostic data to identify anomalies
   - Verifying that configurations comply with best practices

4. Optimization recommendations:
   - Optimize ASM settings to improve security and performance
   - Optimize IP Intelligence rules for 
better protection
   - Configure load balancing and HA policies
   - Recommendations for scaling and load balancing

5. Assess compliance with security requirements and company 
policies

The audit aims to ensure that your F5 BIG-IP cluster is stable, optimized and secured based on the current 
business needs and workloads

F5 BIG-IP Audit Areas for



B4 Managed Service 

Standalone solutions without the need to 
invest in CapEx or staff development



Performance Security Testing Service

PSTS - expert reports and recommendations on the performance and security of a 

customer's system based on independent testing

A service that closes one-time need for testing / auditing of the system in order to 

take sound business decisions, i.e. expansion needs, cloud migrations, etc.

Provided by Bakotech qualified engineers

PSTS - based on Keysight's CyPerf solution, which enables extensive functional 

testing and provides a detailed report on the current system and expert 

recommendations for possible upgrades and refreshes

The customer gets results, reporting and recommendations.



PSTS Solution

Reassessment Report

Confirm the results of the 

optimizations and upgrades 

undertaken on your system by 
re-testing. Verify the 

correctness of the decisions 

made.

3

Expert Review Report

A detailed report based 

on independent testing 

with expert 
recommendations will 

serve as a justification for 

making decisions on 

upgrading or expanding 

the current system.

2

No investment in staff or 

CapEx

No need for staff training or 

staff expansion. No need to 
purchase licenses and allocate 

infrastructure for its use

1



Key benefits

Get 

Expert 

advice

Just Order 

and use it as 

a service

Flexibility in 

functionality 

and cost of 

the service

Multistage testing allows customers to learn not only about the current 

state of their systems but, based on the expert recommendations 

received, optimize and then evaluate the results.



PSTS Features

No impact on the 
performance of existing 
systems during the testing

Expert analysis of the 
results and provision of 
detailed recommendations 
on system optimization

Ability to select the required 
number of testing stages and 
their timing depending on needs

Comprehensive 
performance and 
security testing

Repeated testing allows 
you to evaluate the 
effectiveness of 
modernization and 
optimization



PST Service Scope

L7 DDoS
WAF (OWASP 

top 10)

BackEnd/

AntiDDoS

Protection

Extension for 
WAF testing 

(Authentication 
means)

Office 365 
performance 

testing



Resistance to DDoS attacks Testing

Testing for resistance to L7 DDoS attack

Using the DDoS Attacks and HTTPS Connections Per 

Second templates, you can simulate realistic DDoS 

attacks along with legitimate traffic.

This will allow you to comprehensively assess the 

system's resilience in conditions as close to real-life as 

possible.

WAF (OWASP 
top 10)L7 DDoS

BackEnd/

AntiDDoS

protection

Extension for 
WAF testing

Office 365 
performance 

testing



OWASP Top 10 Compliance

Testing WAF settings for compliance 

with OWASP Top 10

With the File Inclusion Attacks, CSRF Attacks, and more 

template sets, you can simulate common attacks and 

check how well the WAF blocks them.

WAF (OWASP 
top 10)L7 DDoS

BackEnd/

AntiDDoS

protection

Extension for 
WAF testing

Office 365 
performance 

testing



Backend & AntiDDoS

Backend/AntiDDoS bandwidth 

testing

Using HTTP/HTTPS Throughput and Connections Per 

Second scenarios, you can evaluate the real 

performance of Backend and AntiDDoS systems under 

high loads.

L7 DDoS Extension for 
WAF testing

Office 365 
performance 

testing

WAF (OWASP 
top 10)

BackEnd/

AntiDDoS

protection



Authentication Tools Testing

Testing of authentication means 

(extension for WAF testing)

The Auth Bypass Attacks template contains scripts for 

finding vulnerabilities in authentication processes.

L7 DDoS
Office 365 

performance 
testing

WAF (OWASP 
top 10)

BackEnd/

AntiDDoS

protection

Extension for 
WAF testing



Office 365 Performance Testing

Testing a working o365 tenant

Custom templates allow you to simulate real users of 

Outlook, Excel, OneDrive, etc. to evaluate the 

throughput and scalability of Office 365 

(Office365 Outlook Simulated Users, Office365 Excel 

Throughput, Office365 OneDrive Simulated Users, 

Office365 OneDrive Throughput, Office365 Outlook 

Throughput, Office365 Excel Simulated Users)

L7 DDoS WAF (OWASP 
top 10)

BackEnd/

AntiDDoS

protection

Extension for 
WAF testing

Office 365 
performance 

testing



PSTS Packaged Approach

PSTS PSTS +

⬡ 2 phased turn-key testing

⬡ Flexible pool of testing scenarios

⬡ 1 Expert Review Report with expert 

recommendations for modernisation

⬡ 1 Reassessment Report to evaluate the 

results of the changes made

⬡ Package validity period 6 months

⬡ Up to 5 stages of turn-key testing

⬡ Flexible pool of testing scenarios

⬡ 2 Expert Review Report with expert 

recommendations for modernization

⬡ 1 Reassessment Report to evaluate the 

results of the changes made

⬡ Package validity period 12 months



WebApp Protection as a Service

WPaaS — Managed Service that provides high protection for customer's 

applications. 

Traffic cleaning service as a turnkey solution.

Provided by BAKOTECH certified engineers and hosted in the cloud.

The customer only needs to switch traffic to the data centre by changing the DNS record.

All issues of protection configuration, customization, equipment maintenance, availability and 

signature updates, equipment upgrades are provided as part of the service.

WPaaS - a service including equipment, licences, deployment, configuration and setup, 

maintenance and monitoring of the protection system according to the customer's 
requirements.

The customer gets results, reporting and recommendations.



WebApp Protection Service (WPS) Scope

Load 
Balancing

Application 
Traffic 
Insight

Application 
Services

A multi-layered, high-performance modern application security system that combines the best 

of the application security industry

WPS Additional services

DDoS 
Mitigation

Web 
Application 

Firewall

Bot 
Detection

API 
Protection



DDoS Mitigation

L7 DDoS mitigation
Ensure the availability of critical application and network resources.

• Ensure application and network availability during DDoS attacks

• Block the malicious traffic while allowing the good, ensuring good user 

experience for applications and services

• Identify and mitigate sophisticated Layer 7 DoS attacks that exploit 

application & infrastructure weaknesses

• Block the attack where it originates with a global backbone and distributed 

DoS mitigation technology

Web App

Firewall

DDoS 
Mitiga-

tion

Bot 
Detection

API 
Protection



WAF - Identifying new threat actors
Moving beyond signature-based detection

Behavior based to identify 

threat actors and false 

positives 

Identifies a client and follows their 
behavior

• Identifies anomalous user behavior and 

blocks malicious attacks

• Recognizes non-human, automated 

requests that can potentially be harmful

• Reduces the time spent resolving 

false positives

Signature based 

identification

Identifies a bad request based on a 

match to one or more signatures in a 
database

• Protection against known attack signatures

• Live signature feed so you’re always up to 

date with the changing threat landscape

• Threat campaigns that help you reduce false 

positives based on actor intent

• Evasion detection support finds potentially 

malicious requests that signatures alone 

don’t find

Web App 
Firewall

DDoS 
Mitigation

Bot 
Detection

API 
Protection



Bot Detection
Enhanced bot detection

Bot detection and mitigation

Identify automated, non-human attacks that can flood your 

digital infrastructure

• Best of breed bot detection

• Identify fraudulent requests and transactions

• Minimize impact on user experience due to false positives

DDoS 
Mitigation

Web App

Firewall
Bot 

Detection
API 

Protection



Basic API Protection
Discover, enforce and 

observe

API security
Easily identify all API endpoints mapped to your applications and 

anomalous activities

• Generate API schema and Swagger files to minimize manual 

tracking of API endpoints

• Block suspicious requests and prevent data leakage

• Reduces the time spent to configure and deploy API security 

policies

DDoS 
Mitigation

Web App

Firewall
Bot 

Detection
API 

Protection



SaaS-delivered Application Security

Securely and efficiently handle increasing 
requests traffic (including from APIs)

Advanced 
monitoring and 
visualization

Simplify management and 
policy enforcement – 
deploy secure apps faster

More than just WAF, protecting 
apps and APIs against bots,
automation and fraud

Easily scale and 
deploy in any cloud



Client case: International Bank

• HTTP protocol inspection, API protection

• DDoS protection with limiting the number of 

requests to servers

• SSL Offload - migration of decryption functionality 

from backend servers to reduce the load

• Local balancing of requests to maximize 

performance.

• HealthCheck monitoring, providing fault tolerance.

• Verification of data entered into web applications, 

protection of user accounts.

Project Objectives
is one of the three largest banks in the country of 

presence, with a customer base of ~12 million 

users

Customer data :

• Hardware is hosted on premise, with multiple 

security domains.

• About 70 API endpoints (External and internal 

users)

• DMZ

Project resultsImplementation timeframe

• 3 months
• Comprehensive threat protection for applications 

and APIs

• SSL Offload reduced server load by 23%

• Balancing accelerated application response time by 

35%



Client case WPS : Post Services

• Network and transport layer DDoS protection (L3& L4)

• DDoS protection at the application level (L7)

• Protection against malicious automated requests 

(bots)

• Web and API protection

with 11,000+ branches across the country

Customer data :

• Distributed architecture is in a data center in 

the capital city, applications in AWS.

• 15 applications (unique security policy is used 

for each)

• 45 L7-level DDoS attacks were repelled during the 

month

• 13.4% - blocked malicious automated traffic

• 7% - blocked malicious requests per month

Implementation timeframe

• In 2 weeks, we connected and configured 

basic security rules

• Finalized security policies in 3 months

Project Objectives

Project results



F5 PST Support in
the Baltic region



Since 2019 
BAKOTECH has 
been F5 Partner 
Support Program 
member and is 
authorized to 
provide Level I-II of 
F5 technical 
support. 



BAKOTECH’s Support Team

• BAKOTECH has an established support center of 7 engineers who are 
certified for different levels and types of F5 products

• BAKOTECH has the highest Sales Performance rate in Eastern Europe 
(87%+ average)

• 85% of cases are solved by our engineers without involving  the 
vendor

• Recent survey showed that our customers rated our support as 94.7%

• BAKOTECH — F5 Support Partner of the Year 2022



• Localized support from certified professionals who have practical 

experience in real projects.

• Multi-language Support in English and Russian languages.

• BAKOTECH’s Technical Support Team accepts cases on behalf of the 

vendor in accordance with F5 SLA and guarantees the response time for 

provisioning of recommendations to reduce Business Impact or totally 

eliminate it

• Ability to raise the priority of a case at any stage and escalate to vendor's 

support team

• Providing you with the best-practice recommendations for improving and 

optimizing the customer's system, implementations of workarounds and 

instructions for solving a problem by BKT certified specialist during 

included outsource hours*.

F5 Extended Support Service Benefits:



Business Impact Problem description

Initial 

response

Maximum time for providing 

recommendations aimed at 
reducing the Business Impact of 

a case*

1 – Site Down Software or hardware conditions on your F5 instance are preventing the execution of high level 

commerce or critical business activities, including remote access to critical applications. The instance will 

not power up or is not passing traffic to the detriment of business-critical applications.

Security Issue:

Critical business impact due to an attack or vulnerability.

30 min 24 hrs (min to level 2)

2 – Site at Risk Software or hardware on your F5 instance is significantly impairing business activities, including remote 

access to critical applications. The instance status is putting your network or commerce at risk.

Security Issue:

Severe business impact due to an attack, vulnerability, compliance, or data at risk.

2 hours 48 hrs (min to level 3)

3 - Performance 

Degrade

Software or hardware on your F5 instance is degraded and this could further impact your traffic or 

business-critical applications.

Security Issue:

Potential or partial business impact related to mitigation, audit results, or vulnerability.

4 hours N/A

4 – General 

Assistance

General questions. Requests for product functionality or solutions which are not currently part of the 

solution.

Security Issue:

General security related questions and/or concerns which are not related to an immediate need.

24 hours N/A

*Restrictions:

- in case the provided recommendations/workarounds aren't accepted by a customer
- the time for applying recommendations is not taken into account.

SLA



Daniel Fukson

Daniel.Fukson@bakotech.com

+370 (698) 13769

CHANNEL MANAGER, BAKOTECHB4

B4
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